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« What:

— A Distributed Monitoring System that scales to the anticipated
requirements for Run Il (up to 10,000 nodes during next 5 years)

— Facilitates problem diagnostics and provides ways for early error
detection

— Provides centralized data collection
— Executes corrective and notification actions

— Offers a framework to create Monitoring Agents for monitoring the
overall state of computers and software that are running on them.

— Provides means to define the status of the services
« Who:
— System administrators
— Software administrators
— Help Desk and computer center personnel
— Management
— Developers (the most curious ones)
— End users



09/2001 - 12/2001: First production release. Different sets of

configuration for operators and system
administrators (“roles”). Interfacing Remedy
Help Desk System.

12/2001 - 03/2002: Deployment of Web Admin Tools that allows

03/2002 —

modification of hosts/clusters “known-status”

via Web and schedule email/Remedy tickets
generation startup /shutdown. Automatic
propagation to NGOP monitor "known status”
modification. New options addition to agent action.
XML configuration language extension “If” and
“Else” to describe roles.

Installation of designated server machine for NGOP
Central Services. Web Admin Tools expansion and
improvements. URL Agent - agent that is watching
the presence of the web page and its content.
NGOP Monitor improvements.



* Production Installation:
— Monitoring a total of 705 nodes
— ~1015 Monitoring Agents:
« 24 Ping Agents
3 URL Agents
492 OS Health Agents (IRIX, SUN, Linux)
466 Swatch Agents (Linux)
~30 Custom Agents (FBS Agent, Enstore Cron Agent,...)
— Number of Monitored Objects ~15,000
— About 10 instances of “NGOP monitor” (GUI) are running
simultaneously.
« Test Installation (CDF Analysis Farm Cluster)

— Monitoring a total of 45 nodes



New Features
(URL Monitoring Agent)

URL Monitoring Agent scans given URL’s for reachability and
content
« Uses Monitoring Agent API

« Behavior is defined by XML configuration
<System Name="www" Cluster="WWW">
<MonitoredElement Name="mainpage" Type="webpage" Host="wwwO0">
<URLFailRule ActionLocal="email_cdweb" href="http://www.fnal.gov/"
RegExp="Fermilab" />
</MonitoredElement>
<MonitoredElement Name="telephone” Type="webpage" Host="www0">
<URLFailRule ActionLocal="email_cdweb" href="http://www-tele.fnal.gov/cgi-
bin/telephone.script?format=text&amp;name=wolbers&amp;which=Ilast&amp;e
xact=&amp;output=name“ RegExp="WOLBERS'/>
</MonitoredElement>
</System>

« Can check for particular entry on the web page
« Performs several retries
« Verifies that web server is up before generating event and action

« Runs on central node
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New Features

(Configuration Language Expansion)

Introduced conditions ( <Ifs, <Else> )

— simplified handling of various fragments of XML that
are relevant for a particular “role”

— ‘“role” can be defined in any part of configuration
files by using <Ifs and <Else> XML tags

=.] Example i a ]QJ

Options | Quit |

Role reflects requirements of a particular
group of peOP|§- ““ cmsadmin” liser will see: All other-\lsers will
—  Cluster administrators (CMS, Farm, Enstore), ! =—see: ‘
operators, default =| cis B S I

. . . gptiunsl Quit | Options | Quit
Role defines what subset of configuration

will be seen by particular user and what
rules will be used to define the status of the

CMS_PROD
Il CMS_PROD CME_RD Chis_REF I

monitored objects

— Only “cmsadmin” will see CMS R&D and CMS Reference system views:
<SystemView ID=“CMS”’>
<SystemView ID=“"CMS_Prod”/>
<If Cond="{%Role}”’=="“cmsadmin”>
<SystemView ID="CMS_Ref"/>
<SystemView ID=“"CMS_RD’’/>

</If>
</SystemView>
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Options Quit |

Update Period: |5 min | Last Update: | Tue 8pr 9 13:24::1 2002

New Features

(NGOP Monitor)

services theary

Date Tue Apr 3 13:22:49 Z00E, 1D cms, Type Systemiiew, EventType System¥iew, Stafus Good, Sfafe

Dale Tue Apr 9 130016 Z00Z, 1D Chs, TYPE SyslemyIew, EVENTT ype Gystemyiew, sfalus Bad, sae U

Date Tue Apr 3 09:T56537 2002, 1D cms, Type SystemView, EveniType SystemView, Stalus Undefined, S

Date Mon Apr § 2225329 Z00Z,

D cms, Type System¥iew, EveniType Systemyiew, Staius Bad, Siafe

Date Mon Apr § 222720 2002,

D cms, Type System¥iew, EventType SystemView, Status Unknown, 5

Date hon Apr & 275370 Z00Z,

D Cis, TYPE SYSIEMYIEw, EVENTTYRE SySemyiew, Siails Bad, siale

Date Mon Apr & 275277 Z00E,

D cms, Type Systemyiew, EventType Systemyiew, Staius Unknown,

Date fon Apr § TT:36:45 Z00Z,

D wede, Type SystemView, EveniType Sysiemyiew, Stalus Good, Siaid

Date fon Apr § 17.36:44 Z00Z,

D theory, Type SystemView, EveniType Systemyiew, Stafus Good, Sia|

Date hon Apr & TT:36:43 Z00Z,

O SEFVICES, TYPE SYSIEMWIEN, EVENTTYHE SyYSIEmyIEw, Stats Good, o

Date Mon Apr & 173642 Z00E,

IO miscomp, Type Systemyiew, EventType Systemyiew, Slafus Good, 3

Date hon Apr & 113642 Z00Z,

D farms, Type System¥iew, EventType SystemView, Siafus Good, Siat

Pl
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Automatic propagation of
“known status” modification

Increase of the speed of
events handling

“Time Stamp” Indicator (Last
update from NCS)

Modification of color setting
dialog

Modification of default
monitor display layout



Eile Edit Miew Search Go Bookmarks Tasks Help

OO O O (3 O |%ht‘tps:ﬁngopsrvfnal.govfcgi—binﬁstadminf |[Q393ﬂih | 650

-I 42 Home Netscape Cl, Search (@) Shop | F3Bookmarks S Red Hat Metwork S Training % Support % Sofware % Hardware S Developers % Embedded S Search % Docume

«Secure access by

. Fast S h Submit changes for the clugter below  Submit | Clear | Chenges Log History Log  Enown Status
authorized users YP| =i, w0
Displays hierarchy of
Cluster/ HOStS Or [EM M| Clusters/Hosts | Clusters/Systerns

(D ppHysicS || Cluster: Fermi
Clusters/Systems — ] S ———
=28 & Good " Bad
: o — - i EndDate |
Allows changing status =~ Sguee i s [ B
of any object or host T e
i (2 cMSPRODWorker
S'Ae\lrl\” ce ty phe | . S cmsrp & Good ¢ Bad th:DD;w |—|
° (2) cMsRDIO " Test € Repair :
owsf SC .edu mg. out Qaumio S | BT |
of service time period S gusece
CMSREFIO
(start date, end date/ D cusrerconra T =
. (2 cMSREFWorker
d u ra‘t I O n an d CICORE AFS Are you done with your changes?  Commit | Cancel |
mm Last modification: user podsiviy on Mon Apr 1 18:11:50 from vep-cd.dicp. frot.gov
comments) msions
CDFEN (=]

OPrOVideS SearCh B & 9F EF | Documen t: Done {0.15 secs ) ==
-Keeps change log

Displays all out of service objects
*Provides multi-users locking mechanism



« PCGl(persistent CGl) -
Circumvents launch
overhead by using pcgi-
wrapper and Sending Web Server Un|x Socket
request to PCGI Application //‘

. . INE
via unix socket H /
Web Browser |

PCGI Wrapper

Zpublisher

User App

« Zpublisher — web interface

for python objects


http://www.zope.org/
http://www.zope.org/
http://www.zope.org/

Current Architecture

Report

enerator
Help Desk

Archive Tickets

Action Client

Archive
Service

Administrata

Configuraton

. File Management
Central Server Persistent Service
Config.Data

Plugins
MA

Monitor

Web Admin
Service

WebAdmin
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« NGOP monitor has some major deficiencies
— Large memory requirements
— Sometimes CPU intensive

— Shows its own sequence of events that depends on the start
time, acknowledged and deleted events and alarms

— Generates separate window for each level of hierarchy
— Plain ugly

« We have some new requirements
— Access via Web

— Ability to “clone” monitors: identical view of all events if
monitors are started by the same user with the same role



Central Server
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Status Engine
Role = farmadmin

API Web Monitor
Service

Persistent
Config.Data

Web Monitor
Service

Status Engine
Role = farmadmin
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GUI New Look

(work in progress)
. File Edit Miew Search Go Bookmarks Tasks Help
0 0 @ Q | O| hitps:/ngopsrv.mal.gow/cgi- binfwebmonitor I[QSeamh ] | C'_Sgg

. 4 Home [yl Metscape Cf Search @) Shop  £3Bookmarks % Red Hat Metwork % Training S Support % Software % Hardware % Developers % Embedded % Searc

7 Fermi = Monitor Event Log | Action Log | Alarm Log | =
(D spHYSICS 4
DcorF :
Ccms Bl £ : |
(2 cmspPrOD £3 | Changegerice Type |
E} Al sz Showr Status Rules
CMSPRODIO bphysics cdf cms
(2 cMSPRODCentral
(23 cmsPRODSUN : :
(2 cMSPRODWorker "NGOP Monitor
) cmsrp :
BCMSRDIO Settings | onitar I
3 CMSRDWORKER Syster View "% |/ Configure "y Display Events Log Y Alarm Logs Y Actions Log
E.]CMSREF ALLFatmi = ]
BCMSREFIO = bz:ys‘cs k3 i3 i GEf e £ k3 Fr
ST SRR A F-C
T OSHeallhcdfl  OSHeallh.ci2  OSHeallh.cdfd  OSHealth.cof
@ cMSREFCentral cms _
care_afs
(23 cMSREFWorker _ Thi it bty i T
[LICORE AFS B-CDFFam OSHea\}h CifS OSHealth.cofs  OSHealtn.cdff  O3Healih.cofs
Do DGR : [% \ L
[:3— | 51015 Health.cof i i s g
FENSTORE A E-OSHealth.cdfl0 OSHea\th cdfd  OSHealth.cdfll  OSHealth.cdfil OSHeaIth cdfl2
B & @F | Document: Dore (0,138 secs) F-O5Health.cdf 1 g i
r-OEHealth.cdf12 Tk Lo T (] il
BFOSHealth.cof1 3 OSHealthcdfl 3 OSHealth.cdfl4  OSHeallh.cdfls5  CSHealth.co6
F-O5Health.cdf14 = 3
r-DEHealth.cdi15 T Lo T s [ [
EFOSHealth.cdf16 OSHealthcifl 7 OSHealth.cdfld  OSHeallh.cdfls  CSHealth.cof20
O 5Health.cdf1 7 & =
FHOSHealth.cof 8 i s iy S
HrEileliiaiis OSHealihcdf2l  OSHealthcdf22  OSHealhcdfzd  OSHealth caizd
k-0 5Health.codf2
E?‘?SHea"h-Cdml g T i i g
Detach | Clase |
Help Giuit |
1
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A comprehensive framework was created to fulfill monitoring
needs of system administrators, operators and end users.

The current version has proven itself in helping to increase the
systems uptime and efficiency.

The work started to improve NGOP monitor and provide same
functionality via Web.

NGOP interface to the Fermilab Remedy Help Desk system
provides means for possible future complete automation of the
notification process.

NGOP could be used as a GRID fabric component as a low level
site monitoring tool

More Information can be found at:
URL.:

e-mail:


http://www-isd.fnal.gov/ngop/
mailto:ngop-team@fnal.gov

