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Background

* W2K Migration working group
' '.\"S.__Ex'tihg NT4 Domain Admins and
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. G )n/Section representatives

1artered to propose domain_ -
1ly - but presently
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grate but also to do



Background

* win.fnal.gov
‘-...,“ Top Ievel domain. Apply site wide security

al.gov
ir -:Fontains all users and most

nber of Domain Administrators.
.fnal.gov

1ain(s). Controls systems, members
critical systems.
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ccounts allowed.



Lab Policy

e K erberos authen‘tigatmn




Authentication

- Kerberos and NTLMv2

-' 5/98/NT and non-domain w2k
- E use NTLM

ros-only’ settmg

e

(€ rberos Servers




Critical System

- Definition |

"'._‘7C'amputer security incidents involving certain
ems could seriously impact the

X saence programmatic operations.
5 may be de5|gnated “critical

| may be subg_p\ct to additional
Irity policies and procedures”




Critical System Plan

4 Domain Admins for win and fermi
domains appointed by Computing
Division and CSEXxec

DCs in locked cabinets

Remote administration using IPSEC and
terminal server

Services monitored for state change
and additions

Backup policy and domain disaster
recovery

One password policy
Identification of OU Admin Rights
Define W2K Policy Committee



Centralized Accounts

* Single user account
- — One per realm. Same username.

_ _ t_s,ﬁonly_in 1 domain
'-win fnal.gov



OU Administration

* Requirements:

- Reset passwords
 print/disk shares in AD
2 allowed user account



OU Administration




OU Administration

- Implementation Issues

.
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inte rs/sha-res

owed user account settings
[ "ove machine accounts
te/Modify global groups

Dise ble User accounts



OU Administration

Implementation Issues

Admins CAN’T:
— Create/Delete OUs below their top OU
— Move users within their OU structure
— Delegate control of sub-OUs

Why?
AD does not provide a ‘move’ permission -
only create/delete!

AD does not provide a basic security
setting to prevent Admins for changing
subOU permissions



OU Administration

Possible Solutions
* Domain Admins perform function

1entable now



OU Administration

- GPO Implementation:

- Sy

: Mreatar Group
. _E ] dmms control membership
-ator-OU
| over OU 1&
] '_top level OU
Y rshlp (3 per ou)

'_‘ trol over OU/sub-0OU



OU Administration

OU Creator Rights:
"Fhls object and all child objects-



OU Administration

- OU Admin Rights:
\T'hl  object and all child objects-

dify Permissions
lify Owner
ite OU Objects
t;‘(lser Objects
' User Objects



OU Administration

--OU Admln nghts (cgnt)




OU Administration

Audit Policy

"\Mo itor DC event Iogs for
v | |n securlty policy

for hackers to cover tracks



OU Administration

~ Audit Policy Implementation:
'*Gonflgure DCs to log proper events

Q ftware on DCs to forward
ni; syslog server

};‘ |cat|on

1ail to archived list



OU Administration
esent status
s ,-esign _';;2:_

)ymputer Security Review
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No Shared Accounts

EX|st|ng NT4 Sha‘er accounts:




No Shared Accounts

* Progress so far:
. —No shared admin or test

‘Accounts:
= \
es: tape Bta“ckup, anti-virus
ament, web server
nous account
' request form
proval by Policy committee and
mputer security

res annual review






